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HEJIb34

1.

Bcem moapsia cooOmiath CBOKO 4acTHYHO HH(OpMANUio (HACTOSIHE UM, (aMUIIHIO,
TenedoH, azipec, HOMep IIKOJIbI, a Takke GoTorpaduu CBOU, CBOCH CEMBH U JIPYy3ei);

2. OTKpBIBaTh BIOKEHHBIE (hailyibl IEKTPOHHON MOYTHI, KOTJja HE 3HAElllb OTIPABUTEIIS;

3. I'pyOuts, mpuanparbcs, OKa3bIBaTh AaBJICHHE — BECTH ceOsl HEBEKIMBO M arpeCCHBHO;,

4. He pacnopspkaiicss aeHbraMM TBOEH ceMbu 0€3 paspelleHHs cTapliMX — Bcerza
CIIpallBai pOAUTENEH;

5. He BcTpeuaticsa ¢ UHTepHET-3HAKOMBIMH B PEaJIbHOM KU3HU - TIOCOBETYHCS CO B3POCIIBIM,
KOTOpPOMY JI0BEpSIEILIb.

OCTOPOXHO

1. He Bce mumyt npasny. Yuraems o ceGe Henpasay B MHTepHeTe — coobuu 00 3ToM
CBOMM POJIUTENISIM UJIU ONIEKYHaM;

2. llpurnamaroT NepenuchiBaThCs, UrpaTh, 0OOMEHUBATHCS — IPOBEPD, HET JIM II0/IBOXA,;

3. Hesakonnoe konmpoBanue ¢aiiioB B THTEpHETE — BOPOBCTBO;

4. Bcergaa paccka3blBail B3pOCIIbIM O ITPoOeMax B CETH — OHU BCEra OMOTYT;

5. Hcnonp3yil HacTpoilku O€30MaCHOCTM M NPUBATHOCTH, YTOOBI HE MOTEPATH CBOU
AKKayHTBI B COLICETAX U IPYIMX MOpTalaXx.

MOXHO

1. VBaxaii gpyrux nosiab3oBaTelieH;

2. Tlonb3yeuibess IHTEpHET-MCTOUHUKOM — JIeJIail CCBUIKY Ha HEro;

3. OTKpbIBaii TOIBKO T€ CCHUTKH, B KOTOPBIX YBEPEH;

4. OOmarbcs 3a MOMOIIBIO B3POCIBIM — POJUTENH, ONEKYHbl M AAMHUHUCTpALUS CaiToOB
BCerjia IOMOr'yT;

5. Tlpoiinu o6ydenue Ha caiite «CeTeBUUOK» U MOIY4H HacropT HU(poBoro rpaxkaaHuHal



Hpuioxkenne Ne2. UndopmaumonHas namMsaTKa 115 00y4aromuxcs AJis pa3MelleHusl Ha
opuunanbubix UHTEpHET-pecypcax

C KaXIbIM I'OJJOM MOJIOACKHU B UHTCPHCTC CTAHOBUTHCA 6OJ'IBLHC, da IIKOJIbHUKHKW OAHH H3
caMbIX AaKTHBHBIX IMOJb30BaTenaeld Pynera. Mexay TeMm, NMOMHMO OIpPOMHOTO KOJIHYECTBA
BO3MOXKHOCTEH, MHTEPHET HECeT U MpoOJIeMbl. DTa MaMsATKa JOJDKHA MOMOYb Tebe Oe301acHo
HAaXOJHUTHCS B CETH.

Komnvromepnoie supycoi

KomnbroTepHblii  BUPYC — 3TO  pa3HOBUJHOCTh  KOMIIBIOTEPHBIX  IPOTPaMM,
OTJIMYUTENFHOH OCOOCHHOCTBIO KOTOPOH SIBISIETCS CIIOCOOHOCTh K  pa3MHOXEHHI0. B
JIONIOJIHEHUE K 3TOMY, BUPYChl MOT'YT MOBPEIUTH WJIM MOJHOCTBIO YHUUTOXUThH Bce (ailiibl u
JJAHHBIE, MOJKOHTPOJIBHBIE IOJb30BATENI0, OT MMEHU KOTOPOro ObUIa 3allylleHa 3apaKEHHas
nporpaMma, a TaKKe MOBPEIUTbh WIM Jake€ YHUUYTOXKUTh ONEPAllMOHHYI0 CHUCTEMY CO BCEMHU
¢aiinamu B 11esioM. B GobIIMHCTBE CilydaeB pacpOCTPaHSIOTCS BUPYCHI Uepe3 HHTEPHET.

MeTo/1b1 3a1IUThI OT BPEJOHOCHBIX POTpamMM:

1. Hcnonb3yil cOBpeMEHHbIE OINEPALMOHHBIE CUCTEMbI, UMEIOLUE CephE3HBIN YPOBEHb
3alUThl OT BPEJOHOCHBIX IPOTrPaMM;

2. IlocrossHHO ycTaHaBiaMBai mauTd (UUGPOBBIE 3aIUIATKH, KOTOpbIE aBTOMATHUYECKH
YCTAHABIIMBAIOTCS C LENbI0 JOPAaOTKU MPOrpaMMbl) U JApyrue OOHOBIIEHUS CBOEH
ornepaunoHHOM cucteMbl. CkaunBail X TOJBKO ¢ OPUIMANIBHOTO caiiTa pa3paboT4ynKa
OC. Ecnu cymecTByeT pekiM aBTOMaTHYECKOTO OOHOBJIEHHS, BKITFOYH €T0;

3. Paborail Ha cBOeM KOMIIbIOTEpE MOJ] IPaBaMu I0JIb30BaTeNs, a HE aIMUHHUCTPATOpA.
OTO HEe MO3BOJMUT OOJNBIIMHCTBY BPEIOHOCHBIX MPOTpaMM HHCTAIJIUPOBATHCS Ha
TBOEM MEPCOHAIILHOM KOMITBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE MTPOrPaMMHBIE NMPOTYKThI U3BECTHBIX MTPOU3BOJIUTEINEH, C

aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

Orpanuyb pU3NYECKUI TOCTYN K KOMIBIOTEPY 7151 HOCTOPOHHUX JIMIL;

6. Vcnonp3yii BHEIIHWE HOCUTENN MH(POPMAIIUK, TaKue Kak (iemka, 1ucK win ¢ain u3
MHTEPHETA, TOJIBKO U3 MPOPEPEHHBIX UCTOYHUKOB;

7. He oTkpeiBali KOMIbIOTEpHBIE (ailsibl, MOJyYEeHHbIE M3 HEHAAEKHBIX HMCTOYHUKOB.
Haxxe Te aiinbl, KOTOpble MNpHUCIal TBOM 3HaKoMbld. Jlyuiie yTouHu y Hero,
OTIIPABJIISUI JIU OH TeOe HX.

o1

Cemu WI-FI

Wi-Fi - aTo He BUI Hiepeiau TaHHBIX, HE TEXHOJIOTHSI, a BCETO JIMIIb OpeHa, Mapka. Eme
B 1991 rony Hunmepnanjackas komranus 3apeructpupoBana openn «WECAy, aro o6o3Hauano
cioBocouetanue «Wireless Fidelity», KoTopblif mepeBoAUTCS Kak «OecIpOBOIHAS TOYHOCTDY.

Jlo Hamero BpeMeHM JolUIa Japyras a0OpeBHaTypa, KOTOpasl SBISETCS TaKOW ke
TexHoyioruei. 3to abopesuarypa «Wi-Fi». Takoe HazBaHue ObUTO JaHO C HAMEKOM Ha CTaHAAPT
BBICIINI 3BYKOBOM TexHUKU Hi-Fi, 4To B mepeBoie 03HaYaeT «BBICOKAS TOYHOCTHY.

Ja, OecrulaTHBI MHTEPHET-IOCTYI B Kade, OTeIsIX M adpornoprax SBISETCS OTIMYHOU
BO3MOXHOCTBIO BbIXOJla B MHTepHET. HO MHOTrHME AKCHepTHl CUMTAIOT, YTO 001Ie0cTynHble Wi-

Fi cetu He saBnsaroTCs O€30IIaCHBIMU.

Cogertsl 10 Oe3omacHOCTH paboTte B 00mea0CcTynHbIX ceTsix Wi-fi:
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He mepenaBaii cBoro nuuHyro uH(popmanuio uepe3 obmienocrynueie Wi-Fi ceru.
PaGoras B HuX, XenaTeabHO HE BBOAUTH IMAPOJU JOCTYIA, JIOTUHBI U KaKHE-TO
HOMEPA;

Hcnonb3yit 1 OOHOBISN aHTUBUPYCHBIE IPOrpaMMBbl U OpaHamayep. TeM cambIM Thl
obe3omacuib cedst OT 3aKaYKu BUPYyca Ha TBOE YCTPOMCTBO;

[Ipu ucnonp3zoBanuu Wi-Fi otkmoun ¢yHkmmio «OO0mmii moctyn k dainam u
npuntepam». JlanHas (QYHKIUS 3aKphiTa [0 YMOJYaHHUIO, OIHAKO HEKOTOpHIE
I0JIb30BATEIN AKTUBUPYIOT €€ JIsl yA00CTBa UCIIONB30BaHUS B paboTe win yueoe;

He ucnone3yit nyOnuunsiii WI-FI anst mepenayn TUYHBIX JaHHBIX, HapuUMep s
BBIXO/Ia B COIIMAJIbHBIE CETU WU B IEKTPOHHYIO MIOUTY;

Nnonp3yit Tonpko 3amuiueHHoe coeauHenue uyepes HTTPS, a ue HTTP, 1.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

B moOunbHOM Tenepone otkmoun  QyHkumio  «[lopkmouenne k- Wi-Fi
aBTOMaTu4yecku». He gomyckaii aBTOMaTH4eckoro MoAKIIOYEHUS YCTPOMCTBA K CETSIM
Wi-Fi 6e3 TBoero cornacusi.

COI/;I/ICZJZbele cemu

ConuasibHble CETH aKTMBHO BXOJST B Hallly H3Hb, MHOTHE JIOAM PabOTAIOT U JKUBYT
TaM IMOCTOSIHHO, a B Facebook y»ke 3apeructpupoBaH MUIUIMAP]] YEIOBEK, UYTO SIBISETCS OJHOM
CeIbMOW BCEX JKUTENIEH IJIaHeThl. MHOTHE MOJBb30BATEIM HE MOHUMAIOT, 4TO WH(pOpMAIHS,
pasMelleHHas UMU B COLIMAIbHBIX CETSAX, MOXKET ObITh HalJileHa M UCIIOJIb30BaHa KEM YTOJIHO, B
TOM 4HCJI€ HE 00513aTeNIbHO ¢ OJ1aruMu HaMEPEHHUSIMHU.

OCHOBHBIE COBETHI 10 OE30IIACHOCTH B COIMaJIbHBIX CCTAX!

1.

2.

Orpanuub Ccnucok apyseid. Y TeOss B ApPY3bAX HE JODKHO OBITh CIYYallHBIX U
HE3HAKOMBIX JIFOJICH;

3amumiail cBO 4YacTHYIO kH3Hb. He ykasbiBail mapomnu, TeiaedoHBI, aapeca, IaTy
TBOETO POXIEHUSA M JPYIyH0 JUYHYIO HHPOpMalUIO. 3JIOYMBIIUIEHHUKH MOTYT
UCIONIb30BaTh Ja)ke MH(OpPMAIMIO O TOM, KaK Thl U TBOM POJUTENH IUIAaHUPYETE
MPOBECTU KAHUKYJIBI;

3amuimiai CBOI penyTaiuio - IepKH €€ B YUCTOTE U 3a/7aBail cebe BOMpOC: XOTel Obl
TBI, YTOOBI JAPYTHE MOJIb30BATEIN BUJIETH, YTO ThI 3arpyxaemb? [logymaii, mpexiae
9YeM YTO-TO OMYyOJIMKOBATh, HAMTKUCATh U 3aTPYy3HTh;

Ecau TeI TOBOpHIIB € JIIOJBMH, KOTOPBIX HE 3HACIlb, HE MCIIONB3YH CBOE peajbHOE
UMs U JIpYTYI0 JTUYHYI0 WHGOPMAIMU: MMS, MECTO >XKUTEIbCTBA, MECTO Y4eObl W
npouee;

N3zberaii pazmemienus ¢otorpaduii B IHTEpHETE, T1E THI N300payKEH Ha MECTHOCTH,
10 KOTOPOI MOKHO OTIPEIETUTH TBOE MECTOIIOIOKEHNUE;

[Ipu peructparuu B COIMAIBLHON CETH HEOOXOAUMO UCTIOIB30BaTh CIOXKHBIE MTAPOIIH,
cocrosime u3 OyKB U UPP U ¢ KOJTUISCTBOM 3HAKOB HE MEHEe §;

JlJis conlManbHOM CeTH, MOUTHI U APYTUX CAWTOB HEOOXOAMMO HCIONIH30BATh Pa3HBIC
naposid. Torga ecnu Te€0s B3IOMAIOT, TO 3JIOYMBIIIJICHHUKH TOTYYaT TOCTYI TOJHKO
K OJJTHOMY MECTY, a HE BO BCE Ccpa3y.

OnexmponHvle OeHbeu

DNEeKTPOHHBIE JIEHBIM — 3TO OYEHb YIOOHBINH CIIOCOO MiIaTeXei, OAHAKO CYIIECTBYIOT
MOILIEHHUKHU, KOTOPBIE XOTAT MOJIYYUTh 3TH JE€HBIU.

QHGKTpOHHBIe JCHBI' IIOABHJIMCH COBCEM HE€IAaBHO W HMCHHO H3-3a 3TOI'0O BO MHOI'MX
rocyaapCTBax A0 CHUX IMOP HC NPOMNHCAHO PO HUX B 3aKOHAX.
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B Poccun sxe onn pyHKIHOHUPYIOT M O HUX YK€ IPOMUCAHO B 3aKOHE, TJIE UX Pa3desisioT
Ha HECKOJIbKO BHJIOB — AHOHMMHbIC U HE aHOHUMHBIE. Pa3HuIa B TOM, 4YTO aHOHUMHBIE - 3TO T€,
B KOTOpBIX pa3peliaercs HPOBOAWTH omepanuu 0e3 HASHTHU(PHUKAUHU I[OJb30BaTeNs, a B
HEaHOHUMHBIX UACHTU(DUKAIINH MTOJIb30BATENIS SBISICTCS 0053aTeIBLHOM.

Taxoke cieayer pa3nnyarh 3JIEKTPOHHBIE (puaTHBIE JEHBIH (paBHBI TOCYJAPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HE(HUATHBIE IEHBI'H (HE paBHbBI TOCYJAapCTBEHHBIM BaJlIOTaM).

OcHOBHbIE COBETHI 110 0€30I1aCHOI paboTe ¢ IEKTPOHHBIMU JI€HbIaMHU:

1. TlpuBsku K cyeTy MOOMIBHBINA TenedoH. DTO camblil yIOOHBIH U OBICTPBIA CIIOCOO
BOCCTAHOBUTh JOCTYI K cueTy. IlpuBsa3aHHbIi TenedoH MOMOXKET, eciau 3adyaeulb
CBOU IUIATEKHBIN MapoJib WK 3aiJE1Ib HA CAUT C HE3HAKOMOI'O0 YCTPOMCTBA;

2. Ucnonw3yih ogHopaszoBble mapoiu. [locie mepexoja Ha YCHMJIEHHYIO aBTOPH3ALMIO
Tebe yxKe He OyAeT yrpokaTh ONACHOCTh KPa)kKH MIIK TIepexBaTa IJIATeKHOTO TapoJis;

3. Bribepu cnoxublii napoisib. IlpecTynmHukam OyaeT He MPOCTO yrajaTh CIOXKHBIN
napoib. HaznexHble mapoaum — 3To MapoJid, KOTOpPBIE COiepKaT HE MEHEE 8 3HAKOB U
BKJIIOYAIOT B c€0sl CTPOYHbIE U MPONUCHBIE OYKBBI, IIU(PPBHl U HECKOJIBKO CHMBOJIOB,
TaKWe KaK 3HaK Jlojuiapa, pyHTa, BOCKIHMIATEeIbHbIN 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMUHbIE JJAaHHbIE HA caliTaX, KOTOPHIM HE JOBEPSIELb.

9ﬂ€Kmp0HHaﬂ noima

DJNEeKTPOHHAs MOYTa — 3TO TEXHOJIOTHUS U MPEIOCTABISIEMbIE €0 YCIYTH M0 MEPEChUIKE U
MOJIYUEHHUIO JJIEKTPOHHBIX COOOILIEHHUM, KOTOpBIE paclpeiesioTcs B KOMIBIOTEPHOH ceTu.
OOBIYHO ~ DNIEKTPOHHBI  MOYTOBBIM  SIIMK  BBIVISIIUT — CHEAYIOUIMM  o0pa3oMm:
UMs_TIOJIb30BaTeNA(@HUMs_JIOMEHa. Takke KpoMme Tepefadyd MpOCTOro TEKCTa, HMEeTCs
BO3MOKHOCTb IepeiaBaTh (paiibl.

OcHOBHBIE COBETHI M0 Oe30macHoil paboTe ¢ 3IEKTPOHHOM MOYTOM:

1. Hapno BeIOpaTh mpaBHIIbHBIN OUTOBBIN cepBUC. B MHTEpHETE €cTh OrpOMHBIN BBIOOD
OecCIUIaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIy4lle JOBEPSTh TEM, KOTO 3HAClIb U KTO
IIEPBBII B PEUTHHTE;

2. He yxaspiBaii B IM4YHOHN moure auuHyo MHGopmarnuio. Hanpumep, snyurie BoIOpaTh
«MY3BIKATBHBIA _(haraT@» unu «pok2013» BmecTo «remal3»;

3. Hcnonp3yit ABYX3TanHYO aBTOPU3AIHIO. DTO KOT/Ia TOMUMO MapOoJisi HY>KHO BBOJIUTD
KO/JI, MPUChIIaeMbIi 10 SMS;

4. BoiObepu cioxHBIM maponb. s KakAoro Mmo4TOBOrO SIIMKA JOJDKEH OBITh CBOM
HAaJIeXKHBIM, YCTOMUMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ectb BO3MOXHOCTh HamucaTh CaMOMY CBOW JIMYHBIN BOIPOC, UCHONB3YH 3Ty
BO3MOKHOCTB;

6. Vcnonp3ylh HECKOJBKO MOYTOBBIX SIIUKOB. IIepBbI 11 YacTHON MEpenucku c
ajgpecaramMM, KOTOPBIM Tbl JIOBEpsiellb. OTO DJEKTPOHHBIA aJapec He Hajuo
MCIOJIb30BaTh MPH PETUCTPALIMH HA popyMax U caifTax;

7. He otkpbiBail ¢aibl U Jpyrue BIOXKEHHUS B MHUCbMax Ja)Xe €ClId OHU MPUIUIU OT
TBOMX Jpy3ei. JIyulie yTouHH y HUX, OTIIPABIISUIM JIM OHU TeOe 3TU (ailisl;

8. Ilocnme okoH4aHUsi pabOTHI HAa TIOYTOBOM CEPBHCE IEPEN 3aKPHITHEM BKIIAIKU C
caiiToM He 3a0yab HaKaTh Ha «BBIATHY.
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Kubepbynnune unu eupmyanvnoe uzoesamenbCcmeo

KubepOymmuar — mpecieoBaHue COOOIICHUSMH, COACPIKAITUMHU  OCKOPOJICHUS,
arpeccuio, 3alyruBaHKe; XYJIUTAaHCTBO; COLMAIbHOE OOMKOTHpPOBAHHE C MOMOMIBIO Pa3IMYHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 O0pPLOE ¢ KHOEPOYIITUHTOM:

1. He Opocaiica B 60i. Jlyummii crioco0: mOCOBETOBAThCS Kak ceOst BECTH M, €CIIM HET

TOTO, K KOMY MOKHO OOpaTUThCS, TO BHayalle YCIOKOUThCSA. Eciau Thl HauHelb

OTBEYATh OCKOPOJICHUSIMH Ha OCKOPOJEHMS, TO TOJBKO €IIe OOJbIIe Pa30i Kellb

KOH(JIUKT;

VYnpasisii cBoei kubeppernyTanuei;

3. AHOHUMHOCTH B ceTH MHHMMAas. CyIIECTBYIOT CIOCOOBI BBISCHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTouT BecTH XyIUTaHCKHI 00pa3 BUpPTyalbHOU ku3HU. IHTepHET ukcupyer Bce

TBOU JICUCTBUSI M COXPAHSET UX. Y TAJIUTh UX OYyAET KpailHe 3aTpyIHUTEIBHO;

Cobmroait CBOM BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Wrnopupyidi enuHWYHBIM HeratuB. OIHOpa30BBIE OCKOPOUTEIBHBIC COOOMICHUS
myyiie urHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcsi Ha Ha4allbHOM CTauu;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOILIEHUSMH, B COLIMATIBHBIX
CeTsIX €CTb BO3MOXKHOCTH OJIOKMPOBKH OTIPABKH COOOILIEHUN C OMpeaeeHHbIX
a/1pecoB;

8. Ecmm T1b1 cBumerens kubOepOymiauHra. TBou AelicTBHS: BBICTYNUTH MPOTHB
MpecienoBarTeNs, IO0Ka3aTh €My, YTO €ro JCWCTBUS OIICHWBAIOTCS HETaTHBHO,
NOJIEP)KaTh KEPTBY, KOTOPOH HYXKHA IICUXOJIOTUYECKas TIOMOIIb, COOOIIUTH
B3pOCIIBIM O (haKTe arpeCCHBHOTO TIOBEACHUS B CETH.

N

o

Mobunvueiit meneghon

CoBpeMeHHble CcMapT(hOHBI U IIJIAHIIETHI COJEpKarT B ce0e BIOJHE B3POCIBI
GyHKIIMOHA, W Temeph OHU MOTYT KOHKYPHUPOBaTh CO CTAallMOHAPHBIMH KOMIIBIOTEpaMHU.
OnHako, CpeaCTB 3alUThI IS TOAOOHBIX YCTPOMCTB MOKa OYeHbh Majio. TecTUpOBaHHE U MOUCK
YS3BUMOCTEM B HUX MPOMUCXOAWT HE Tak MHTEHCHUBHO, Kak ans IIK, To xe camoe kacaercs u
MOOMIIBHBIX MPUITOKECHHIM.

COBpeMeHHBIe MOOUILHBIE 6pay3ep51 YK€ INPaKTHYCCKU AOTHAJIMW HACTOJIBHBIC aHAJIOTH,
OIHAaKO pacHIupCHUC (I)YHKI_II/IOHaJ'Ia BIIEUET 3a CO0OI 60J'IBI_HYIO CJIO)KHOCTb W MCHBIUIYIO
3aIUIICHHOCTb.

Hanexo HC BCC MPOU3BOAUTCIIN BBIITYCKAIOT O6HOBJ'IeHI/I$I, 3aKPBIBAOIINEC KPUTUYCCKUC
YA3BUMOCTHU [JI1 CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI /7151 0€30MaCHOCTH MOOMIIBHOTO TeJedoHa:

1. Huuero He sBnsieTcs Mo-HacToseMy OecriaTHBIM. Byas ocTopoxeH, Beab Korja
Tebe mpeiaraloT OecIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHl KaKHe-TO
IJIaTHBIE YCIIYTH;

2. Jlymaii, npexne yem otmpaButb SMS, ¢oto unu Buneo. Thl TOUHO 3HACIIb, T1I€ OHU

OyIyT B KOHEYHOM UTOTE?

Heo6x011Mo 0OHOBIIATE ONEPAIIMOHHYIO CHCTEMY TBOETO CMapT(OHa;

4. Hcnonw3yit aHTUBUPYCHBIC TTPOTPAMMBI 711 MOOMIIBHBIX TeNIe(hOHOB;

w
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5. He 3arpyxaii npuioXeHusi 0T HEU3BECTHOT'O HCTOYHUKA, BEIb OHU MOTYT COJEPKATh
BPEIOHOCHOE MPOrpaMMHOe 00ecreueHue;

6. Ilocne Toro xaxk Thl BBIAACIIL C CaiiTa, I'/ie BBOAWI JHUHYIO WH(OPMAIHIO, 3alI1 B

HaCTPOMKHU Opay3epa u ynainu cookies;

[Teproandecku nMpoBepsiii Kakue IIaTHbIE YCIYTH aKTHUBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBoii HOMEp MOOMIIBHOTO TejeOoHa TOJIBKO JIOJSM, KOTOPHIX Thl 3HACIIb U
KOMY JTOBEPSICIIb;

9. Bluetooth gomxkeH ObITh BBIKJIIOYEH, KOTJa Thl UM HE ToJib3yenibes. He 3a0biBaii
WHOTJIa TIPOBEPATH ITO.

~

Online uepwt

COBpeMeHHHe OHJIElfIH-PII‘pLI — OTO KpaCOYHBIC, 3aXBaTbIBAIOIIKUC Pa3BJICUCHUS,
06’Le,Z[I/IH$II-OH_II/IC COTHHU TBICAY YCJIOBCK II0 BCEMY MHDY. HrpOKI/I HCCICAYIOT I[aHHBIﬁ HM MHD,
06HIaIOTC$I ApYyTr € APYroM, BBIIIOJIHAIOT 3adaHHusd, CpaKar0oTCA ¢ MOHCTpPaMU MU MOJY4YarOT OIIBIT.
3a YAOBOJIbCTBUEC OHH ILIATAT: IHOKYIIAKOT AWUCK, OIINIAYMBAIOT a0OHEMEHT HIIH an/Io6peTa10T
KaKue-TO OIIIIMH.

Bce atm cpexcrBa HMIyT Ha INOAJAEpKAHUME W Pa3BUTHUE MIPHI, a TaKKe Ha camy
0€30I1aCHOCTb: COBEPLICHCTBYIOTCS CHCTEMbl aBTOPU3ALlMM, BBIITYCKAIOTCS HOBBIE MaT4U
(unpoBbIe 3aIUIATKA AJIST IPOTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HOZ[O6HI)IX HUrpax CTOUT OIlacaTbCsa HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpPaXKH
TBOCTO I1apOJIsd, Ha KOTOPOM OCHOBaHa CHUCTEMaA aBTOPHU3alINH OOJIBIIIMHCTBA Hrp.

OCHOBHBIE COBETHI M0 0€30MaCHOCTH TBOETO UTPOBOT'0 aKKayHTa:

1. Ecnu npyroii urpok Bezet cedsl II0X0 WM CO3/1aeT Te0e HENPUSITHOCTH, 3a0JI0KUPYI
€ro B CIIUCKE UTPOKOB;

[Toxanyiicds aIMHHHCTpAaTopaM UIPbl Ha INIOXO€ IIOBEJIEHHE J3TOr0 HIPOKa,
JKEJIaTeNIbHO IIPUIIOKUTD KAaKHE-TO TOKA3aTelNbCTBA B BUJIE CKPHHOB;

He ykaspiBail muunyto uH(popmMartinio B mpoaiine urpsi;

VYBaxall Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeouMaabHble TATYH U MO/IBI,

Hcrnons3yi ClI0XKHBIE U pa3HbIE NTAPOIIU;

Jlaxxe BO BpeMsi UIpbl HE CTOMUT OTKJIIOYaTh aHTUBHpYC. Iloka TeI Wrpaemsb, TBON
KOMIIBIOTEP MOTYT 3apa3uUTh.

N

Nookw

Duwiune unu Kpaosica TU4Hblx OQHHbIX

OObI4HOM Kpameﬁ ACHCT U AJOKYMCHTOB CCTOOHA YK€ HHUKOI'O HE yI[I/IBI/IfI_HL, HO C
pasBUTHEM I/IHTepHeT-TeXHOHOFI/Iﬁ 3JIOYMBIIIJICHHUKHW  TIEPEMECTUIIUCE B  HUHTCPHET, U
MpoaOJIKAKOT 3aHUMATBHCA «TFOOUMBIM) ACIIOM.

Tak mosiBUIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WIM (UIIMHT, TJ1aBHAs I1IeTb
KOTOPOTO COCTOMT B TIOJYYECHUH KOH(HUICHIMATBHBIX JaHHBIX TIOJB30BATENIC — JIOTMHOB H
naposieil. Ha anrauiickom si3bike phishing unraercst kak ¢umunr (ot fishing — priGHas noBis,
password — mapouis).

OcHOBHBIE COBETHI TTO OOPHOE C PUIITMHTOM:

1. Cnemm 3a cBouM akkayHTOM. Eciu Thl mojmo3peBaellb, 4TO TBOsSI aHKETa OblLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBATh €€ M COOOIIMTH aJIMHHHUCTPATOpPam
pecypca 00 3TOM Kak MOKHO CKOpee;


http://gimn-keg.ru/setevichok.htm
http://gimn-keg.ru/setevichok.htm

2. Hcnonp3yii 6e30macHble Be0-CalThl, B TOM YHUCIIE, UHTEPHET-Mara3nHOB U MOMCKOBBIX
CHCTEM;

3. Hcnonw3yit cioxkHbIE U pa3Hble maponu. Takum o0Opa3oM, eciau Tedsl B3IOMAIOT, TO
3JI0YMBIIIJIEHHUKH 110JIy4aT JAOCTYI TOJIBKO K OJJHOMY TBOEMY IPOQMIIIO B CETH, a HE
KO BCEM;

4. Ecnu Tebs B371OMaIM, TO HEOOXOAMMO IpPEIyNpeIuTh BCEX CBOMX 3HAKOMBIX,

KOTOpBbIE 0OaBJIEHBI y T€OS B APY3bsX, O TOM, YTO T€OsI B3IOMAIH U, BO3MOXHO, OT

TBOETO0 UMEHM OYZET PacchlIaThCsl CIIaM U CChUIKM Ha (PUIIMHIOBBIE CAThI;

YcranoBu HagexHbii mapoib (PIN) Ha MoOMIbHBIH TenedoH;

OTKII04M cOXpaHEeHue Maposist B Opaysepe;

7. He otkpsiBail (hailnbl U Apyrue BIOXKEHUS B MUChMaxX AK€ €CJIM OHU MPHUIUIA OT
TBOMX Jpy3el. Jlyullie yTouHH y HUX, OTIIPABIISIN JIM OHU TeOe 3TH (ailiibl.

oo

Lughposas penymayus

[Mudposas penyranus - 3TO HEraTUBHAs WIM MO3UTHBHAsA MH(popMalus B ceTu o Tede.
Kommpomerupyromas: nHGOpManus pa3MeUleHHAss B MHTEPHETE MOXKET Cephe3HBIM 00pa3oM
OTpa3uTbcs Ha TBOeH peanbHOH »xu3Hu. «L{udposas penyranus» - 3TO TBOW UMUK, KOTOPBIH
dopmupyercs u3 nHpopmamu o Tede B MHTEPHETE.

TBoe MecTo xuTeNbCTBA, yueObl, TBOE (PHAHCOBOE MOJIOKEHUE, 0COOEHHOCTH XapakTepa
U pacckasbl 0 OJIM3KHMX — BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue MNOAPOCTKHU JICTKOMBICJICHHO OTHOCATCA K HY6J'II/IKaI_[I/II/I JIMYHOM I/IH(I)OpMaI_[I/II/I B
I/IHTepHeTe, HE IMOHMMAas BO3MOXKHEIX MOCIEACTBUM. ThHl maxke HE CMOXKEIIb J0oragaTtbCsa O TOM,
qTo (I)OTOI‘pa(l)I/ISI, pa3MCIICHHAA 5 ner Ha3all, ¢Tajla HpI/I‘II/IHOﬁ OTKa3a IMPpUHATb TeOs Ha pa60Ty.

KommenTapuu, pasmemieHue TBoMX ¢ororpaduil u apyrue JeicTBHS MOTYT He
HCYE3HYTh JaXe IIOCJII€ TOro, KaK Thl MX yJdalduilb. [bl HE 3Haellb, KTO COXPaHWI 3Ty
UH(pOpPMalIKIO, MoMaia JU OHA B MOMCKOBBIE CUCTEMbI M COXPAHWIIACh JIM OHA, a IJIABHOE: UTO
NOyMaloT 0 TeOe OKpyXarollee JII0/U, KOTOpble HaWAyT U yBUAAT 3To. Halitu nndopmanumio
MHOIO JIET CIYCTS CMOXeT J00H — Kak U3 J0OphIX MOOYXKIEHHH, Tak U C HaMepeHHeM
IPUYUHUTH BpeI. DTO MOKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3aLIUTE HU(POBON pEIyTaLNH:

1. Tlomymaii, mpexae 4eMm uTO-TO MMyOJIMKOBaTh W TepeaaBaTh y cebs B Ojore wiu B
COLIMAJILHOM CETH;

2. B Hactpoiikax mpo¢uisi yCTAaHOBU OTPAaHUYEHUS HA IPOCMOTP TBOETO MPODUIIS U €ro
COAEPKUMOTO, CAETal €ro TOJBKO IS IPY3ei»;

3. He pa3memaii 1 He yKa3biBali HHPOPMAIUIO, KOTOpas MOXKET KOTO-THO0 OCKOPOIISITH
WU OOMKATh.

Aemopckoe npago

CoBpeMeHHbBIE IIKOJbHUKH— aKTHBHBIC TIOJIB30BATENH IU(PPOBOTO MPOCTPAHCTBA.
OpnHako JaneKko He BCE 3HAIOT, YTO MOJb30BAaHUE MHOTMMH BO3MOXKHOCTSMHU HH(PPOBOTO MHUpa
TpedyeT coOI0IeHNsI PaB Ha MHTEIJIEKTYaAIbHYI0 COOCTBEHHOCTb.

TepMuH «MHTEIUICKTyajbHAst COOCTBEHHOCTBY» OTHOCHTCS K Pa3jIMYHBIM TBOPEHUSIM
YeIIOBEYEeCKOro yMa, HauWHasi C HOBBIX M300PETCHUN M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TPOXYKTBI M YCIYT'H , W 3aKaH4YWBas KHUTaMu, (ororpadusmMu, KHHODWUIBMAMH U
MY3BIKAJIbHBIMU IPOU3BEIACHHSIMH.
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ABTOpCKHE IIpaBa — 3TO IPaBa Ha MHTEJUICKTYaIbHYI0 COOCTBEHHOCTh Ha IPOU3BEAECHUS
HayKH, JIMTEPATYPbl U UCKyCCTBA. ABTOPCKHUE IIpaBa BBICTYIAIOT B KAUE€CTBE rapaHTUU TOTO, YTO
UHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OydeT HalpacHbIM, JacT €My CIpaBelIMBble
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysibTaTax CBOEro TPyZAa, NOJYYHTh U3BECTHOCTh U NMPHU3HAHHE.
Huxkro 6e3 pa3pelieHus aBTopa He MOXKET BOCIIPOU3BOJUTH €r0 MPOU3BENICHHE, PACIPOCTPAHSITh,
nyOJIMYHO JI€MOHCTPUPOBATh, NPOAABaTb, MMIIOPTUPOBATh, IMYCKaTh B IpOKaT, MyOIMYHO
UCTIOJIHATD, I0KA3bIBATh/UCIIOIHATH B 3(Hpe UK pa3meriaTts B VIHTepHeTe.

Vcnionb30BaHue «IIUPATCKOr0» MPOrpaMMHOr0 00eCeYeHUsI MOXKET IPUBECTH K MHOTUM
pHCKaM: OT TMOTEPH JIAaHHBIX K TBOMM aKKayHTaM JI0 OJOKHPOBKH TBOETO YCTPOWCTBA, I/IE
YCTAQHOBJICHHBII He JierajabHas mnporpamma. He crour Takke 3a0bIBaTh, 4YTO CYIIECTBYET
JerajibHbIe ¥ OeCIIaTHBIE TPOrPaMMBbI, KOTOPBIE MOKHO HAWTH B CETH.

O nopmane

CereBn4oK.p) — TBOHM TJIABHBI COBETYMK B CETH. 3/I€Ch ThI MOXEIIb Y3HATh O
0€30MacHOCTH B CETU MOHATHBIM U JOCTYIHBIM SI3bIKOM, a NMPU BO3HHUKHOBEHHHM KPUTHUYECKOM
CUTyallMd OOpaTUTHCA 3a COBETOM. A Tak)Ke MPHUHATH y4acTHE€ B KOHKYpcax M CTaThb CaMbIM
U(POBBIM TpakIaHUHOM !
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